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Navigate

through the
complexity
of Cyber

What is the financial impact We support you in quantifying cyber exposure to prioritize
controls and justify your cyber defence investment plans.

of a ransomware or a data Using both our expertise and historical risk data together

|ea kage fOI’ my compa ny’? with powerful threat simulation engine, we define the risk
exposure of relevant cyber threat scenarios your business is
facing. Thanks to the risk quantification simulation engine,
you directly monitor the impact of the implementation of
those specific controls.

Bring clarity and simplification
We assist you to navigate through cyber complexity

7
Combine technology and risk expertise 3
We support you to monitor your cyber risks and investments |

Leverage unbiased solutions for any customer
We help both SME and bigger clients with their cyber risks
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We support SME by providing them a pragmatic approach to cyber resilience where their investments
can easily be justified and prioritized.

We support Large Corporates with their full cyber strategy road map and their long-term investment.
Our biggest clients can identify their own risks and the ones of their third-party providers.

Our cyber prevention services help our clients achieve a better cyber maturity where prevention
empowers clients with a proactive approach to cyber resilience.
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Resilience Solutions

Your benefits with our Cyber Risk Quantification Service

v/ Understand cyber and quantify your risks

/ Justify your budgets and investments

v/ Get a cockpit view on your risks and remediation timeline and priorities

/" Manage Third party providers risk and provide a 360 view on your overall ecosystem

/' Support top-management awareness

Typical Customer Journey

? >

Cyber Risk Quantification - Standard Cyber Strategy Support

* Insurance risk transfer Quantification as a Service Third Party Management

» Overview of customer’s cyber maturity

» Cyber maturity « Classification of suppliers per
 Financial exposure based on the customer actual context assessment risk category
* Assessment questionnaire » Perimeter definition * Cyber supply-chain
» Pre-defined and/or Tailor-made risk scenario * Tailor made risk scenario assessment
» Dashboard and management
P y—- of the overall maturity and risk
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We also offer..
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Audit and CISOasa Penetration Third-Party Risk Crisis
Compliance service testing Management Management

Contact us for more details
© Zurich
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Vivien Bilquez Sylvain Luiset Jean-Hermann Ly

Principal Cyber Risk Engineer Senior Cyber Risk Engineer Cyber Risk Engineer
vivien.bilquez@zurich.ch sylvain.luiset@zurich.ch jeanhermann.ly@zurich.ch
+4176 310 86 91 +4179 377 26 44 +4176 27410 95

Why Zurich Cyber Resilience Solutions?

Support to reach insurability

Claims data (knowledge of the attacks) and benchmark
of customers in the same industry

Services tailored for every business size

Expertise — Methods and solutions validated by
scientific studies and our internal R&D team

Global presence

©OO00d00

This document has been prepared by Zurich Insurance Group Ltd and the opinions expressed therein are those of Zurich Insurance Group Ltd as of the date of the release and are subject
to change without notice. This document has been produced solely for informational purposes. All information contained in this document has been compiled and obtained from sources
believed to be reliable and credible but no representation or warranty, express or implied, is made by Zurich Insurance Group Ltd or any of its subsidiaries (the ‘Group’) as to their accuracy or
completeness. This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. The Group disclaims any and all liability whatsoever
resulting from the use of or reliance upon this document. Certain statements in this document are forward-looking statements, including, but not limited to, statements that are predictions of
or indicate future events, trends, plans, developments or objectives. Undue reliance should not be placed on such statements because, by their nature, they are subject to known and
unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this document is also not tied to any specific insurance product nor will it
ensure coverage under any insurance policy. This document may not be distributed or reproduced either in whole, or in part, without prior written permission of Zurich Insurance Group Ltd,
Mythenquai 2, 8002 Zurich, Switzerland. Neither Zurich Insurance Group Ltd nor any of its subsidiaries accept liability for any loss arising from the use or distribution of this document. This
document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.
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